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ABSTRACT

During crises like COVID-19, individuals are inundated with con-
flicting and time-sensitive information that drives a need for rapid
assessment of the trustworthiness and reliability of information
sources and platforms. This parallels evolutions in information
infrastructures, ranging from social media to government data plat-
forms. Distinct from current literature, which presumes a static
relationship between the presence or absence of trust and peo-
ple’s behaviors, our mixed-methods research focuses on situated
trust, or trust that is shaped by people’s information-seeking and
assessment practices through emerging information platforms (e.g.,
social media, crowdsourced systems, COVID data platforms). Our
findings characterize the shifts in trustee (what/who people trust)
from information on social media to the social media platform(s),
how distrust manifests skepticism in issues of data discrepancy,
the insufficient presentation of uncertainty, and how this trust and
distrust shift over time. We highlight the deep challenges in ex-
isting information infrastructures that influence trust and distrust
formation.
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1 INTRODUCTION

Due to COVID-19, 2020 and 2021 have been marked by a sense
of confusion and uncertainty as people are required to navigate
this new and emerging crisis. Scientific communities, governments,
organizations, and individuals have all been learning and adapting
to changes in the crisis as it has unfolded [52, 79]. Consequently,
COVID-19-associated regulations and guidance, as well as projec-
tions and forecasts, have also shifted frequently. The conflicting
and, often, time-sensitive information created by varied sources
and disseminated on diverse platforms has engendered a feeling
of uncertainty. This uncertainty makes it difficult for people to
determine which information sources are trustworthy and which
platforms (e.g., social media, news outlets) they should rely on.
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Meanwhile, a variety of information and communication technolo-
gies (ICTs) [37] and sociotechnical systems (STSs) have been created,
adapted, and utilized to communicate crisis and risk information
amidst the COVID-19 pandemic. (We define STSs as interactions
between people, organizations, institutions, and ICTs [44]). For ex-
ample, well-established social media platforms have been heavily
utilized by the general public to access COVID-19 information [61].
Additionally, an increasing number of information platforms have
been created from the ground up (e.g., crowdsourced systems, such
as the COVID Tracking Project [80]) or adapted from existing plat-
forms (e.g., data trackers from news outlets [17, 81] and public
health authorities [14]) to report COVID-19 data (e.g., number of
cases/deaths). The COVID-19 data provided by these platforms
have served as the backbone for crisis and risk information dis-
semination during the pandemic [51] and have been consumed by
millions of people daily [5]. Given their widespread use and the
central role that they play in informing the public, these platforms
need to be asked one key question: to what extent do people trust
the information that they provide?

Amidst the COVID-19 pandemic, a growing body of work has
demonstrated the importance of investigating this question [39].
While a majority of trust literature amidst COVID-19 has typically
presumed a static, or unchanging, relationship between the pres-
ence or absence of trust and peoples’ information behaviors [56],
little is known about the ways in which information trust changes
and evolves during a crisis. Yet, information appraisals are nec-
essarily dynamic, particularly amidst a rapidly evolving scenario
like the COVID-19 pandemic. Indeed, recent work has discussed
how the general public has to constantly reassess the threat of
COVID-19 to public health, reexamine the efficacy of the govern-
mental responses to the pandemic, and reevaluate their trust in
the government [20, 32]. However, while this work has yielded
insight into the political implications of evolving information ap-
praisals during crises, two important research gaps exist. First, this
work has rarely examined the role that ICTs and STSs have played
in shaping the public’s trust of information. Second, little work
has investigated the sociotechnical context of information trust
evolution amongst traditionally-marginalized populations, such as
low-socioeconomic (low-SES) communities. Yet, prior research has
thoroughly established the disproportionate impact that COVID-
19 has had on communities such as Black, Hispanic, and low-SES
groups in the United States [66]. To mitigate this risk, it is crucial
to ensure that these groups have access to crisis and risk infor-
mation from credible resources. These disparities bring into sharp
relief the importance of investigating information trust among
traditionally-marginalized populations [69], given the important
role that information can play in mitigating the morbidity and mor-
tality rates in these populations during a public health crisis [86].
Furthermore, marginalized groups may have distinctive needs and
perspectives regarding the use of, information from, and trust in a
particular source [77, 93].

To address these research gaps, we conducted a mixed method
study, which included a longitudinal survey and semi-structured
interviews, to examine information practices and trust amidst the
COVID-19 pandemic. Our survey results show that while COVID-
19 information consumption on more traditional media platforms
(e.g., radio, television, and newspapers) stayed consistent over time,
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COVID-19 information consumption via the internet significantly
decreased over time. This decline was especially pronounced on
social media. Triangulated with our interview study results, we
found that our participants stopped using social media for COVID-
19 information consumption mainly for two reasons: 1) their fear
of being potentially impacted by the mixture of true information
and misinformation, and 2) their frustration about their inability to
change their social media contacts’ misbeliefs and mistrust. More-
over, our study suggests that there was an association between
participants’ distrust and their information exposure, with lower
COVID-19 information exposure levels being associated with higher
levels of information distrust. Additionally, our findings reveal how
distrust arose from participants’ skepticism of the information pro-
duction processes, as well as their desire for clearer communication
of data uncertainty, and how this distrust changed over time.

Overall, this paper contributes a situated perspective in ex-
amining how trust and distrust are shaped by existing informa-
tion production, representation, and dissemination processes using
ICTs and STSs, such as government websites, public media, crowd-
sourced systems, and social media, during COVID-19, as well as
how this trust and distrust shift over time. Our work sheds light
on the deep challenges in existing information infrastructures that
have shaped the formation of public trust and distrust. We also pro-
vide implications for future work that guide the collaborative effort
among stakeholders to improve the information infrastructure, to
foster public trust, and to better prepare for future crises.

2 BACKGROUND AND RELATED WORK

Trust is critical for the formation of cohesive relationships between
people, organizations, and information and the technology in which
relationships are relied upon [24]. We define trust as a person’s
(the “truster”) belief in and the willingness to rely on the trustee
(i.e., a trusted party like an individual, an organization, information,
or an information source in the digital age)!. Trust in a particular
information source can influence the type of information people
receive, which may influence their subsequent decisions and be-
haviors [25]. A few related concepts include distrust, defined as
the extent to which the truster believes that the trustee will work
against, or at least not in the best interest of, the truster [53], and
mistrust, defined as misplaced trust whereby a trustee “defaults”
or betrays a person’s trust [53]. In a situation of mistrust, a per-
son finds that while they had at one point trusted the trustee, that
trustee later proves to in fact not be worthy of trust. As many trust
issues surrounding COVID-19 information have arisen during the
pandemic [9, 49], it is critical to examine how people form their
trust, distrust, and mistrust and the way in which these beliefs
evolve over time.

2.1 Factors Influencing Trust

Much of the work in the trust literature specifically examines the
factors that determine trust by identifying the characteristics and
qualities that make up both a trustee [15, 54, 73] and a truster [8].
On one hand, the most cited characteristics of a trustee [15, 54, 73]

!No consensus currently exists among trust scholars on which definition of trust is
the most appropriate. Leveraging the literature on trust, our definition most closely
aligns with McKnight et al. [55], Mayer et al. [54], and Currall et al. [18]. See Burke et
al’s review for more definitions of trust [10].
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include ability (i.e., the skills, competencies, and characteristics that
allow a party to be influential in a specific domain), benevolence
(i.e., the extent to which a trustee is believed to work in the trustor’s
interests), integrity (i.e., the beliefs that a trustee adheres to princi-
ples that the trustor finds acceptable), and reliability (i.e., the extent
to which a source is reliable). Most work suggests that the source of
crisis and risk information is the most important factor influencing
a person’s trust in that information source [23, 65].

Given the abundance of information available online, researchers
have increasingly studied how people develop their trust in this in-
formation. This body of work has surfaced a number of factors that
impact trust formation in the context of social media information.
For example, on social media, people evaluate the trustworthiness
of posts mostly based on the source and content [65]. There is also
a body of work investigating the impacts of information credibility
indicators (e.g., the presence of fact-checking or if the source is
a major news outlet) in social media contexts. While such indi-
cators can help decrease social media users’ propensity to share
fake news online [99], prior work argues that instead of evaluating
the trustworthiness of information based on its credibility, people
form their opinions and judge the veracity of information primarily
based on their familiarity with its source [90]. Nonetheless, even in
the context of unfamiliar accounts on social media, most users can
effectively assess information authenticity and credibility, and thus
the presence or absence of an authenticity indicator does not sig-
nificantly influence people’s willingness to share information [90].
In fact, in most cases, people do not investigate low-credibility so-
cial media posts to see how the claims were generated or why the
account posted it [29].

In addition to credibility, other research has highlighted the
important role that social media users have as distributors of infor-
mation. Specifically, the person or account that circulates an article
on social media may have a greater impact on what people think
of the story than the original information producer who wrote
the story [76]. As such, the credibility of the information sharers
influences people’s opinions about the source [76]. This variation
of information assessment practices is further complicated with
the high uncertainty associated with crises. Prior work has found
that crisis situations are associated with a pervasive distrust in
“formal” sources (e.g., mainstream news media), driving people to
seek information via social media and contributing to the creation
and spread of conspiracy beliefs [43].

To help people make more informed trust assessments online,
an increasing body of literature has explored to use algorithmic-
centered approaches to detect and improve the credibility of online
information [3, 38, 70, 97]. Work in HCI has begun focusing on
the enhancement of information literacy and the facilitation of
trusters’ information sensemaking [27]. Our work extends this body
of literature in understanding the dynamics of trust—how people
form their trust and distrust during the processes of information
seeking in times of crisis.

2.2 A Situated Perspective on Trust

However, a fundamental debate within the trust literature is not
only what determines trust but also whether trust is rational or affec-
tive. Some trust scholars suggest that trust is an affective construct
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that can vary depending on the context and experiences of a per-
son rather than simply being a rational or an objective reality [54].
This body of work argues that trust should be conceptualized and
studied as emergent states [10], or cognitive, motivational, or affec-
tive states that are dynamic and vary as a function of contextual
factors, as well as inputs, processes, and outcomes. Following this
perspective, trust is developed or collapsed given specific interac-
tions and contexts [16]. This view has resonance with the similar
notion of situated trust [11, 36, 64], which emphasizes the impact
that contextual factors have on the situation (e.g., trust is placed
upon a specific person for a specific task within a particular situa-
tion). Understanding trust from a situated perspective enables trust
scholars to understand the dynamics of trust and acquire a better
understanding of how trust changes over time. Our work seeks to
examine the evolution of trust and distrust formation amidst the
COVID-19 pandemic.

2.3 Trust & COVID-19

A growing body of work has explored two broad realms regard-
ing trust during the COVID-19 pandemic, including the influences
that the presence or absence of trust have on people’s behaviors
(e.g., behavioral compliance, mortality, risk perception), and the
impact of the pandemic on trust [20]. Recent work by Melki et
al. [56] shows that those who trust COVID-19 news from social
media, interpersonal communication, and/or clerics are more likely
to believe in COVID-19 misinformation than those who trust in
government information sources. Additionally, prior work has sug-
gested that misbeliefs are more common among those who are in
traditionally-marginalized populations (e.g., lower levels of educa-
tion and income) [30, 67, 91, 92].

However, to the best of our knowledge, there has been a lack
of research that examines situated trust during COVID-19—how
trust and distrust are shaped by the emerging information plat-
forms, and how this trust and distrust change over the course
of the crisis. Specifically, we refer to the situated trust regarding
the emerging information platforms that have been built from the
ground up in response to the COVID-19 pandemic—platforms that
report and present COVID-19 data such as online dashboards—as
well as the well-established platforms available prior to the pan-
demic, such as social media platforms. The emerging information
systems, in particular, were initiated and rapidly built during the
early stage of COVID-19 with the goal of providing accurate and
timely COVID-19 data (e.g., number of cases/deaths) [80]. Oth-
ers have been adapted from existing infrastructure by adding new
components to the existing platforms, such as the COVID-19 data
trackers provided by media outlets and health-related websites
(e.g., the CDC [14] and states’ Department of Public Health). Addi-
tionally, unlike past work on COVID-19, which presumes a static
relationship between the presence or absence of trust and people’s
behaviors [56], we examine the dynamic relationship between in-
formation practices via ICTs and STSs, and the evolving formation
of trust and distrust. Moreover, little work that studies the inter-
section of trust and ICTs and STSs has focused on traditionally-
marginalized populations, like low-SES communities, who have
been disproportionately impacted by the pandemic. Our research
seeks to address these research gaps.
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Figure 1: An overview of COVID-19 situations of Massachusetts (MA) and Georgia (GA) in the United States: This figure shows a
brief timeline with several key dates. During our study design and deployment period, MA and GA had shown different trends
and patterns during the pandemic (e.g., confirmed cases/deaths), as well as different public health policies during COVID-
19. For example, the MA Governor issued an order requiring the use of masks or face coverings in public places on May 1,
2020. However, GA has never issued mask mandate policy during COVID-19. Data sources: Cases data is from Johns Hopkins
University CSSE [40]; policy events are drawn from National Governor’s Association [59].

3 METHOD

This paper is part of a larger project examining information prac-
tices and attitudes during COVID-19 and how these practices and
attitudes vary across populations. We specifically focus on popula-
tions that have experienced disproportionate COVID-19 morbidity,
mortality, and hardship, such as low-SES adults [2]. Upon approval
from the Institutional Review Board at our institution, we con-
ducted a mixed method study that included a longitudinal survey
with 177 adults and interviews with 21 participants who completed
all waves of the survey study. The use of mixed methods enables
triangulation, an approach to analyze results from the same study
using different methods of data collection [41]. Triangulation helps
enhance the validity of our research and creates a more in-depth
picture of understanding the social and technological dimensions
of people’s information practices amidst the COVID-19 pandemic.
Below we detail the methods used in the survey (subsection 3.1)
and interview (subsection 3.2) components of this project.

3.1 Survey Study

We conducted a longitudinal survey from September 1, 2020 to
December 21, 2020. The focus of our survey was to examine peo-
ple’s information seeking behaviors amidst COVID-19. Given the
rapid progression of the pandemic in 2020, we expected that indi-
viduals’ information practices would also change over time, which
includes shifts in the platforms used to obtain COVID-19 infor-
mation as well as the information received. Further, while other
studies have shown how demographic differences exist in infor-
mation practices [30, 92], our work seeks to identify how these

differences relate to information about COVID-19. Therefore, our
survey design was guided by the following overarching research
questions: 1) how do people’s information practices change over
time? and 2) what demographic variations exist in information
practices, and how do these variations differ in relation to trust and
distrust towards COVID-19 information?

In the following sections, we describe in detail the survey study
procedures, survey questions and measurements, and analyses.

3.1.1  Survey Study Procedures. We conducted several rounds of
pilot testing to develop and refine the survey. First, we conducted
multiple rounds of informal pilot testing within the research team
and through our family and friend networks. Upon revision based
on their feedback, the survey was then formally pilot tested with
40 respondents via Prolific 2; each participant was compensated
with $4 for their time. Feedback and responses from the pilot tests
were used to iterate upon and develop the final survey.

Our study inclusion criteria were as follows: participants were
adults (aged 18+) who live in Massachusetts (MA) or Georgia (GA)
and had a 2019 household income of less than $100,000. We chose
this income threshold to narrow our focus to low- and middle-
socioeconomic populations; doing so enabled us to investigate how
information practices and attitudes vary between these two income
levels. Respondents were also classified into two income groups
(low- and middle-income)? based on the 2020 U.S. Federal Poverty

Zhttps://prolific.co/
3Respondents were classified as low-income if their adjusted household income was
less than or equal to 185% of the FPL, following the eligibility guidelines for federal
aid programs [89].
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Table 1: Sample demographic characteristics of our survey respondents and interview participants.
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Demographic  Response Options Interview Participants Survey Respondents
(N = 21) (N = 177)

Gender Female 14 (66.7%) 111 (62.7%)
Male 6 (28.6%) 60 (33.9%)

Prefer not to say/self-describe 1(4.8%) 6 (3.4%)

Age 18-24 3 (14.3%) 29 (16.4%)
25-34 7 (33.3%) 50 (28.2%)

35-44 6 (28.6%) 51 (28.8%)

45-54 3 (14.3%) 28 (15.8%)

55+ 2 (9.5%) 19 (10.7%)

Race Asian 2(9.5%) 13 (7.3%)
Black 7 (33.3%) 51 (28.8%)

Hispanic 3 (14.3%) 11 (6.2%)

White 9 (42.9%) 99 (55.9%)

Other/Mixed - 3(1.7%)

Education Less than Bachelor Degree 7 (33.3%) 114 (64.4%)
Bachelor Degree and Higher 14 (66.7%) 63 (35.6%)

Income group Low 6 (28.6%) 80 (45.2%)
Middle 15 (71.4%) 97 (54.8%)

State GA 13 (61.9%) 78 (44.1%)
MA 8 (38.1%) 99 (55.9%)

Level (FPL) Guidelines [88]. To enable exploration into the effects of
information, which is expected to be correlated with the state of the
pandemic, we purposefully focused on two regions which differed in
policy approaches [59] and incidence patterns [40] at the beginning
of the study (see Figure 1). Further, our local knowledge of these
regions ensured that locally-relevant questions were included in
interviews and surveys.

Following the inclusion criteria, participants were recruited into
the longitudinal study through the Qualtrics online research panel
service [63]. Qualtrics recruited participants from a nationally rep-
resentative panel. This service helps in the recruitment process by
advertising the survey study to an existing pool of respondents.
These respondents have agreed to be contacted by the Qualtrics
company regarding survey opportunities. Respondents complete
surveys in exchange for incentives issued by the company. 4

A total of 329 participants completed and passed our quality
checks in the first survey and were invited to participate in subse-
quent surveys®. Each survey was deployed every two weeks and
each deployment is denoted in this paper as a wave (i.e., Wave 1,
Wave 2,..., Wave 8). In total, 177 participants completed all 8 waves
of the surveys with an average of 92% retention rate per wave.

3.1.2  Survey Questions and Measurements. We utilized survey
questions that were focused on individuals’ information practices
during COVID-19 and their level of trust regarding the information

“4Incentive structures were set by the company and not the research team, and Qualtrics
was unable to disclose the compensation details to us.

5Quality checks include 98% survey completion rate.

®Participants who dropped-out at any point of the survey were not included in the
analysis since we cannot fully assess the changes in their survey responses.

sources. Here, we outline the questions and measures used within
the survey for the scope of this paper: 7

(1) How often did you use the following platforms; i) radio,
ii) television, iii) print newspaper, iv) internet-connected
devices, to get information or news about the coronavirus?
(1="never”, 2="rarely/once a week”, 3="sometimes/2-3 times
a week”, 4="often/4-6 times a week”, 5= “every day”)

(2) Please choose social media platforms you used the most to
get information or news about the coronavirus; i) Facebook,
ii) YouTube, iii) Twitter, iv) Reddit, v) I did not use social
media to get coronavirus information (0= “no”, 1= “yes”) &

(3) 1did not get coronavirus information from websites (0= “no”,
1="yes”) °

(4) On ascale of 0 (do not trust at all) to 10 (complete trust), how
much do you trust the following individuals or organizations
in providing coronavirus information? i) family members,
ii) friends, iii) Centers for Disease Control and Prevention
(CDC), iv) Dr Anthony Fauci (Director of the National Insti-
tute of Allergy and Infectious Disease), v) Local government
agencies and officials

(5) About how often did you get the information about COVID-
19 number of cases and/or deaths (1="never”, 2="rarely/once
a week”, 3="“sometimes/2-3 times a week”, 4="often/4-6 times
a week”, 5= “every day”)

7Checkboxes were provided for question (2) and (3).

8These social media platforms were selected as they were cited as the primary infor-
mation sources for COVID-19 related information and news [42].
9News apps did not count as news websites.
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(6) How likely do you think it is that “authorities are inten-
tionally reporting inaccurate rates of coronavirus infections
and deaths in the United States”? (1="extremely unlikely”,
2="“unlikely”, 3=“maybe/not sure”, 4="likely”, 5="“extremely
likely”)

3.1.3  Survey Analysis. To allow for characterization and compari-
son of change in the variables of interest over time, we performed
linear mixed-effects regression to analyze our survey data [26]. To
analyze if a variable (i.e., social media platform usage) changes over
time, we treated subjects (i.e., respondents ID) as random effects and
time (i.e., survey wave) as fixed effects. When analyzing variables
association, the variable of interest (i.e., frequency of receiving in-
formation about number of cases/deaths) is treated as fixed effects,
whereas both subjects and time are treated as random effects. All
statistical analyses were performed in R version 4.1.2.

3.2 Interview Study

Our survey data analysis was conducted from January to April
2021. To further investigate the trends in our survey data, we then
conducted follow-up semi-structured interviews from April 2021
to July 2021 using Zoom '° (an online meeting tool).

3.2.1 Participant Recruitment. We reached out to all survey re-
spondents who expressed interest in participating in a follow-up
interview via email and text message, of which 30 participants
agreed to participate, and 21 participants completed the interview (9
participants did not show up or cancelled the interview session). Ta-
ble 1 provides an overview of the demographic information for our
survey respondents and interview participants.

3.2.2 Interview Study Procedures. We analyzed each interview par-
ticipants’ survey data from each survey wave to identify patterns
and trends for each question listed in subsubsection 3.1.2. During
the interview, participants were asked to further elaborate on their
information behaviors throughout the pandemic, allowing us to ex-
plore, in detail, the patterns and trends shown in the survey results.
The interview sessions were recorded for analysis purposes and
lasted for approximately 80 minutes. At the end of the interview
session, each participant was compensated with a $25 gift card.

3.2.3 Interview Data Analysis. All interview sessions were tran-
scribed verbatim. We used the General Inductive Approach [85]
to guide the thematic analysis of the transcripts. We first read the
transcripts closely to get an initial understanding of the concepts
that arose in the interview data. Then, we analyzed the transcripts
and created low-level codes to label concepts in the data, clustering
related low-level codes to achieve high-level themes. Throughout
the analysis, all authors discussed and refined the emerging themes
regularly.

By analyzing both the survey and interview data, we seek con-
vergence and complementarity—two common types of triangula-
tion [41]. Convergence indicates a strong degree of overlap and
accuracy between the data sets collected using quantitative and
qualitative methods, whereas complementarity builds a richer pic-
ture of the research results by allowing the results from different
methods to inform each other [41].

Ohttps://zoom.us/
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4 SURVEY RESULTS

In this section, we present results from 177 survey respondents
who completed all 8 waves of the survey. For the scope of this
paper, we focus on the patterns and trends of respondents’ infor-
mation consumption via a variety of information platforms, as well
as their use of and level of trust in information sources in subsec-
tion 4.1. We also report results regarding the information exposure
and level of distrust regarding COVID-19 data in subsection 4.2.
Note that in reporting our survey results and interview findings,
we use “COVID-19 data” in a very specific context, referring to the
number of COVID-19 cases and deaths. While the survey results
provided some facts about respondents’ trust and its association
with their information practices during COVID-19, the results also
prompted a series of questions that necessitated further investi-
gation. Therefore, at the end of each subsection, we summarize
questions (labeled with Q-) that we sought to examine in our inter-
view study (section 5). Note that we use the term “respondents” for
survey data and “participants” for interview data.

4.1 Use of Platforms and Sources for Getting
COVID-19 Information & Assessment of
Trust Over Time

In this subsection, we report the survey results regarding the overall
information consumption via different information platforms (e.g.,
television, radio, newspaper, internet), as well as participants’ use
of and level of trust in different information sources. Figure 2a
shows the overall trend of various information platforms utilized
to obtain COVID-19 information during our survey period. Overall,
our survey results suggest a high use of technology for receiving
COVID-19 information. Yet, the use of the internet to obtain COVID-
19 information significantly decreased over time (f = -0.019, p <
0.001). In contrast, the use of other traditional media platforms
(e.g., television, radio, and print newspaper) to obtain COVID-19
information saw no significant change over time.

In terms of the use of social media and websites for COVID-19
information consumption (see Figure 2b), our survey results show
that there was a significant decrease in social media utilization over
time (f = -0.025, p < 0.001), referring to the slope of the regression
line. While the types of social media platforms that were utilized
varied from Facebook, YouTube, Twitter, and Reddit (see Figure 2c),
we note a significant decrease in Facebook usage over time ( =
-0.028, p < 0.01). Similar to social media, the use of websites for
gaining COVID-19 information also significantly decreased over
time (f = -0.016, p < 0.001), where the lowest usage was reported
in Wave 5 (62%).

Nonetheless, our survey results also suggest trust in personal
networks and scientific communities were associated with income
and education groups. Of note, income and education in our study
are independent based on chi-square tests (y? = 103.66, p < 0.001).
Specifically, respondents with middle income and at least a bach-
elor’s degree reported significantly higher trust in Dr. Fauci than
respondents with low income (f = 0.133, p < 0.001) and without a
bachelor’s degree (f = 0.072, p < 0.001). Yet, those with middle in-
come trusted their family members (f = -0.053, p < 0.05) and friends
(B =-0.071, p < 0.01) significantly less than those with low income.
No significant differences were found in the trust of the CDC and
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Figure 2: The use of information platforms for COVID-19 information consumption during our survey period.

Table 2: Multi-level regression results on the effect of income and education on information practices during COVID-19. (Sig-
nificance: #p < 0.05, * * p < 0.01, * * ¥p < 0.001)

Bachelor and higher
(vs. Less than bachelor)

Middle income
(vs. Low income)

Local government

0.030 (0.026)

Dependent Variables B (Std. Error) B (Std. Error)

Platforms utilized to get COVID-19 info Internet 0.054 (0.027)* 0.012 (0.020)
vV -0.004 (0.026) -0.057 (0.019)**
Radio -0.027 (0.018) -0.038 (0.013)**
Newspaper 0.014 (0.003) -0.034 (0.010)***
Website 0.126 (0.024)**  0.094 (0.018)***
Social media 0.081 (0.024)**  -0.056 (0.018)***

Specific social media platform Facebook -0.052 (0.026) 0.024 (0.019)
Twitter -0.001 (0.023) 0.063 (0.017)***
Reddit -0.026 (0.013) -0.002 (0.010)
YouTube -0.116 (0.025)**  -0.050 (0.018)**

COVID-19 information source Family -0.053 (0.027)* -0.021 (0.020)
Friends -0.071 (0.025)**  0.011 (1.836)
cDC 0.040 (0.026) 0.028 (0.019)
Dr Fauci 0.133 (0.025)*  0.072 (0.019)***

-0.014 (0.019)

Frequency of getting information about COVID-19 data
Distrust in authorities regarding COVID-19 data

0.059 (0.126)
-0.468 (0.073)***

-0.252 (0.093)**
-0.163 (0.055)**
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Figure 3: The change in the percentage of participants who
received information about COVID-19 data at least 4-6 times
a week.
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Figure 4: The change in distrust in authorities regard-
ing COVID-19 data was assessed by asking respondents if
they believe the authorities intentionally report inaccurate
COVID-19 data.

local government for providing COVID-19 information. Addition-
ally, respondents with middle income received significantly more
information via the internet (f = 0.054, p < 0.05), including from
websites (f = 0.126, p < 0.001) and social media (f = 0.081, p <
0.001).

There is no significant difference in the information exposure to
COVID-19 data among income groups, but respondents with at least
a bachelor’s degree received significantly less information about
COVID-19 data than those without a bachelor’s degree (§ = -0.252,
p <0.05). Distrust in authorities regarding COVID-19 data reporting
was found to be significantly less among those with higher incomes
(B =-0.468, p < 0.001) and higher education (§ = -0.163, p < 0.01).
Additional characteristics of respondents’ information practices are
reported in Table 2.

Summary: Our survey results indicate a high utilization of the
internet to obtain COVID-19 information. However, this utilization
decreased over time. Additionally, while the use of traditional media
platforms (e.g., radio, television, and print newspaper) remained
consistent, the use of social media for COVID-19 information con-
sumption significantly decreased over the course of our survey
period. These results motivated us to further investigate the fol-
lowing questions through our interview study: Qa. What drove
our respondents to reduce their engagement with COVID-19 infor-
mation through the internet, and Qb. Does trust play any role in
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explaining the decreasing trend in users’ social media engagement
for the consumption of COVID-19 information?

4.2 Information Consumption & Distrust
Regarding COVID-19 Data

In this subsection, we report the survey results of information
consumption regarding COVID-19 data, as well as the extent to
which individuals distrust authorities regarding this data.

Figure 3 shows the overall trend of information consumption
about COVID-19 data among our survey respondents. Our analysis
results suggest no significant change in the frequency of obtaining
this information over time. However, the belief that authorities
intentionally reported inaccurate COVID-19 data decreased sig-
nificantly over time (f = -0.071, p < 0.001), as shown in Figure 4,
suggesting a decrease in distrust over time. In wave 1, 62 out of 177
(35%) respondents reported “likely” and “extremely likely” in their
belief that authorities intentionally reported inaccurate data, while
48 out of the 177 (27%) respondents continued to believe that the
reports were inaccurate through Wave 8.

The belief that authorities intentionally reported inaccurate data
was also found to be negatively associated with the frequency in
which individuals received information about COVID-19 data (f
=-0.114, p < 0.001). In other words, the more information that
individuals received regarding COVID-19 data, the less likely they
were to believe that authorities intentionally reported inaccurate
data. Simultaneously, the less information that individuals received,
the more likely they were to believe that authorities were reporting
inaccurate data.

Summary: Our survey results show that there is an associa-
tion between an individual’s information consumption regarding
COVID-19 data and their distrust behaviors. Moreover, we found
that over time, an individual’s level of distrust in the reporting
practices of authorities decreased significantly between September
and December of 2020. Therefore, in the interview study, we aimed
to explore two additional questions: Qc. In what ways is our par-
ticipants’ distrust associated with their information consumption?
and Qd. Why does respondents’ distrust in authorities decrease
over time with regards to the sharing practices of COVID-19 data?

5 INTERVIEW FINDINGS

In this section, we report our qualitative analysis results captured in
the interview study, triangulated with our survey results. We focus
on ways that participants articulated trust and distrust in relation
to their information practices amidst COVID-19. This section also
seeks to answer various questions that arose from the survey results.

To allow for a situated examination, we summarized participants’
information behavior, highlighting how they received COVID-19
information and what sources they utilized (e.g., personal networks,
scientific communities, local government, and social media 11) in Ta-
ble 3. We also summarized their information consumption and their
level of distrust regarding COVID-19 data in Figure 5.

1n Table 3: “All-wave use’= used social media for getting COVID-19 information
across all waves; “All-wave non-use”= did not use social media at all across all waves;
“Stopped use” = used social media during the first 1-2 waves at most, but then stopped
using during the rest of the waves; “Sometimes use”= used social media irregularly
during the waves (excluding the “stopped use” behaviors).



Shifting Trust: Examining How Trust and Distrust Emerge, Transform, and Collapse in COVID-19 Information Seeking

CHI ’22, April 29-May 5, 2022, New Orleans, LA, USA

Table 3: An overview of our 21 interview participants’ information practices, specifically indicating the sources they used to

obtain COVID-19 information.

PID Family Friends CDC Dr. Fauci Local Gov Social Media
Po1 Yes Yes Yes Yes Yes Sometimes use
P02 Yes Yes Yes Yes Yes All-wave use
P03 No Yes Yes Yes Yes All-wave non-use
P04 No No Yes Yes Yes All-wave use
P05 Yes Yes Yes Yes Yes Stopped use
Po6 No Yes No No No Stopped use
pPo7 No Yes Yes Yes Yes Stopped use
P08 Yes Yes Yes Yes Yes Stopped use
P09 Yes Yes Yes Yes Yes Sometimes use
P10 Yes Yes Yes Yes Yes Sometimes use
P11 Yes Yes Yes Yes Yes Sometimes use
P12 Yes Yes Yes Yes Yes Stopped use
P13 Yes Yes Yes Yes Yes All-wave use
P14 Yes Yes No No No Stopped use
P15 Yes Yes Yes Yes Yes Stopped use
P16 Yes Yes Yes Yes Yes All-wave use
P17 No Yes Yes Yes No All-wave use
P18 No Yes Yes Yes Yes All-wave use
P19 Yes Yes Yes Yes Yes All-wave use
P20 Yes Yes Yes Yes Yes Sometimes use
P21 No Yes No No Yes All-wave use
In the remainder of this section, we first examine what drives our
participants to reduce their engagement with various information Extremelf,
likely

platforms (e.g., social media) to obtain COVID-19 information, in-
cluding the ways in which trust plays a significant role in explaining
this diminished usage in subsection 5.1. We then investigate how
participants articulate their trust and distrust regarding COVID-19
data in subsection 5.2.

5.1 Trustin Social Media

We first provide some brief context to help explain the reduced
utilization of the internet to consume COVID-19 information (to
answer Qa). Then, we specifically discuss the role that trust plays
in explaining the diminished social media engagement amongst
participants (to answer Qb).

According to our participants, a lack of time (n=6) is one of the
major reasons for the diminished use of the internet for COVID-
19 information consumption. Since some of our participants were
from low-SES households, they mentioned that they did not have
the privilege to work from home during the pandemic. Many par-
ticipants had gone back to work in person during the reopening
phase in summer 2020. Adapting to their new lifestyle, low-SES
participants (e.g., P1, P11, P14, P20) indicated that they had other
things that “started to consume their life”, such as going back to
work in person. Furthermore, a second reason for the decrease in
COVID-19 information consumption lies in information fatigue
(n=6). Information fatigue is the subjective feeling of tiredness as a
result of being exposed to very similar messages and news for an ex-
tended period of time [72]. For example, our participants mentioned
that they would look at COVID-19 data and related information

4
Likely

3o @2 _
Not sure

Belief in authorities intentionally
report inaccurate data

2
Unlikely

4
Extremely
unlikely

I ...+ R, <l | WU . 79"\ SR P Y R—

1 2 3 4 5
Never Rarely Sometimes Often Always
Frequency of getting information about COVID-19 data

Figure 5: The relationship between the frequency of get-
ting information about COVID-19 data (e.g., cases/deaths)
and the belief in authorities intentionally reporting inac-
curate COVID-19 data. Each data point represents the aver-
age of values across all waves. ® represents interview par-
ticipants’ data with an arrow pointing to the participant ID
(e.g., ); © represents all 177 survey respondents’ data
(note some data points overlapped).
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Figure 6: How likely our participants trust misinformation,
ranked from lowest to highest. Misinformation Belief Score
is the sum of their selection across a list of 5-point (Never=0,
Unlikely=1, Not sure=2, Likely=3, Extremely Likely=4) ques-
tions over all 8 waves divided by the score if the partici-
pant always select Extremely Likely. Questions include 1)
The coronavirus does not exist, 2) The coronavirus was pur-
posefully created and released as part of a conspiracy, 3) Hy-
droxychloroquine Chloroquine, and Azithromycin can be
used as a treatment for the coronavirus, 4) Diluted bleach
can be used as a treatment for the coronavirus, 5) The coro-
navirus is caused by 5G technology, 6) The thread of the
coronavirus has been exaggerated by political groups who
want to damage President Trump, 7) The coronavirus is be-
ing use to force a dangerous and unnecessary vaccine on
Americans, and 8) The coronavirus outbreak is a population-
control scheme developed by Bill Gates.

more often at the beginning of the pandemic, but then “after a while
people get tired” and “did not have the mental energy to keep up with”
this information as time went by.

However, we found that a decline in trust accounted for the
largest change in social media use for COVID-19 information con-
sumption. Below we report findings regarding how our participants
articulated their trust and distrust in social media.

5.1.1 An Inability to Change Others’ Trust Leads to Non-use. Our
participants were varied in their use of social media to obtain
COVID-19 information, as shown in Table 3. We found that 8 par-
ticipants used social media across all waves; 7 participants used
social media during the early waves but then stopped using it; 5
participants sometimes used social media (a mix of use and non-use
across waves); and 1 participant did not use social media at all
during any of the waves.

One of the most influential factors that explained the dimin-
ished social media usage for COVID-19 information consumption
is the avoidance of tension and conflict with others on social media
networks, especially amongst family and friends. Further, these ten-
sions were grounded in issues of trust. Our participants described
various examples of ways in which their views conflicted with the
views of their social media contacts (e.g., friends and families on
Facebook). For example, P15 said,

“T have a Facebook account, but I do it because I have
family around the country [and] outside US, and I fol-
low them. But I'm not going to get into a debate over
it, because [my Facebook contacts] have very strong
opinions, and they will lash out... Do you really want to
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get in a public fight with your family [on Facebook]?”

(P03, 55-64, Female, Associate Degree, Democrat)
We noticed that P15’s survey results showed that she only used
social media for COVID-19 information during the first wave of
our study but did not use it throughout the rest of the study period,
as shown in Table 3. It is worth noting that she did not begin using
other platforms for COVID-19 information consumption once she
stopped using social media.

The tension that our participants experienced while interacting
with social media during the pandemic was mostly due to conflicting
perspectives and different assessments of COVID-19 misinforma-
tion. Participants felt a sense of inability to modify others’ misbelief.
Failing to change others’ beliefs frustrated our participants. For
example, P18 explained,

“My perspective is different from my family’s perspec-
tive in a lot of different ways, and actually I was yelling
at my parents and my sister... my mom’s side of the fam-
ily is super religious, and on their social media, they
were just complaining about the government ... not even
just saying it was fake, and all this other stuff and upset
because they were in New York. And you know how
New York shut everything down. So, they were saying it
was the government’s way of removing religion. I'm like
[this is] just bogus stuff which is crazy, but everyone has
their own opinions... I don’t know what to do and argue
for..” (P18, 25-34, Female, Graduate Degree, Democrat)

As one may imagine, arguments and conflicting views on social
media did occur prior to the pandemic. However, according to our
participants, it was COVID-19 that “intensified” and “reignited” the
tension and conflict on social media. For example, P11 mentioned
that she had never experienced such feelings of frustrations on
social media. She told us that “there were not too many people like
who have been crazy prior to the pandemic in my group”. Yet, during
COVID-19, she indicated that she was getting angry about her
Facebook contacts’ posts. She elaborated,

“Tused to be on Facebook. I don’t search much, but one or
two items I search, I get the alert about it like somebody
posted. And sometimes that used to make me pissed
off because the people have different thoughts and all.
So I tried not to watch this stuff on Facebook because
it makes me angry because people knows everything
going around and they don’t care... They make fun of the
people who are wearing masks or taking precautions, so
I try to avoid not to talk much about it on this Facebook
stuff because it’s a crazy and a lot of misinformation is
going to make you pissed off. It’s going to be make you
more angry because if I'm going to talk, it’s going to
mess up somewhere my relationship. I try not to discuss
this stuff on Facebook, actually intentionally avoiding
Facebook feeds [about COVID-19]... I don’t want to go
and fight with [my social media contacts] because the
people who are not going to understand, they’re never
gonna understand. If you try to make them understand,
they would say it’s like you are the racist...” (P11, 25-34,
Female, Bachelor Degree, Independent)

Additionally, some participants (n=4) mentioned that their family
members who trusted misinformation on social media also had a
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tendency to trust other sources of misinformation outside of social

media. For example, P02 mentioned,
“like with my parents are like very religious... So my
dad trust information from the church and like priests
will go like oh don’t use this vaccine, like this vaccine
uses like abortion cells... so I'm like ‘please, my parents’
[T asked my parents to not to trust the vaccine misinfor-
mation], at the same time I'm just little bit of anger...
I feel like I am in a population where misinformation
spreads easily within our community.” (P02, 18-24, Non
binary, Bachelor degree, Democrat)

These quotes from P18 and P02 suggest a generational gap in
information behaviors within social media. By generational gap, we
mean the disparity of beliefs and information behaviors between
distinct age groups or generations. In other words, members from a
younger generation in our study (like P18, P02) exhibited different
perspectives, beliefs, and decisions regarding information online
as compared to the older individuals in their lives, like their fam-
ily members. Our interview data aligns with prior research that
indicates that older generations have higher engagement with fake
news on social media than younger generations [7].

5.1.2  Using But Not Trusting Social Media. While our survey re-
sults suggested a significant decrease in social media usage, there
was still a large portion of survey respondents who utilized social
media for COVID-19 information. However, during our interview
study, we found that most participants did not trust social media
for COVID-19 information.

Our findings suggest that many of our interviewees believed that
they could distinguish misinformation from factual information on
social media. The majority of our participants (n=18) felt as though
they could trace information back to its original source to determine
if it is credible or not. Amongst the people who continued to use
social media, most explained that although they were exposed to
this information, they did not necessarily trust it. For example, P12
mentioned,

‘T have a Facebook account... But I wasn’t using it to

make decisions. It’s a little unreliable. I feel like it’s

not representative of people’s actual lives or lifestyles.

don’t feel like it’s necessarily something to be trusted.

I value the personal communication, [and] I'd rather

talk to someone about what’s going on in life than post

it for everyone to see on the social media.” (P12, 18-24,

Female, Bachelor Degree, Independent)
Like P12, many other participants (n=10) described situations where
they encountered COVID-19 information on their social media
feeds, indicating that they disregarded or tended to “not rely on’
this information. “Not relying on” indicates that participants nei-
ther reached an adequate trust level for information from social
media nor did they use it to make decisions. As such, it is important
to differentiate the “use” of social media for information from the
reliance on it. For individuals who can distinguish factual informa-
tion from false information on social media, misinformation may
not necessarily impact their decisions and behaviors.

While some participants in our study felt they were able to
identify misinformation and maintained that their social media
use did not negatively impact their behavior, such self-reported
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assessments might be contradicted by more objective evaluations
of individuals’ ability to distinguish between true and false informa-
tion [95]. In such cases, this discrepancy would reveal an apparent
disconnect between individuals’ perceived ability to discriminate
between fake and factual information versus their actual ability.
However, interestingly, by triangulating with our survey data,
we find that interview participants who indicated that they could
identify misinformation (e.g., P02, P08, P11, P12) were among the
people who were indeed the least likely to believe misinforma-
tion according to Figure 6. These findings highlight the value of
combining subjective and objective assessments of people’s ability
to identify misinformation, as well as the value of ensuring that
people’s personal assessments of their abilities are not discounted.

5.1.3  Trustee Shifts: Trusting Information on Social Media or Trust-
ing the Social Media Platform Itself? Social media websites are in-
formation platforms where various user-created information is
assembled. Users typically need to sort through posts to determine
the trustworthiness of each piece of information. In this scenario,
the individual pieces of information (e.g., an article, a video, or
a social media feed or tweet) are considered the trustee (i.e., the
trusted party). However, for some participants, the focus was on the
trustworthiness of the social media platform(s) itself, rather than the
trustworthiness of the information within the platform. In essence,
participants’ past experiences with misinformation on social media
platforms has produced a generalized distrust for these platforms
in their entirety. As such, the trustee shifts from the pieces of infor-
mation to the social media platforms themselves. Once this occurs,
distrust is ingrained into the trustor (i.e., information consumer),
which consequently makes rebuilding trust more challenging. Here,
we discuss the mechanism through which the trustee shifts from
pieces of information to the social media platform(s). We also reflect
on why it is important to unpack this trustee shift, as well as its
implications in section 6.

Many participants (n=9) indicated that they did not trust infor-
mation on social media because they realized that social media was
composed of a mixture of true and false information. P09 explained,

“There are lots of things that go on with social media.

By the time that I decided many years ago to tune out

of that, I was aware that there was a mixture of real

information and fake information. And some people

find it entertaining, but I do not, so I didn’t go there.

So that gave me insight not to trust social media.” (P09,

35-44, Female, Graduate Degree, Democrat)
And yet, our participants were afraid that misinformation may
unconsciously impact them. Some (n=2) pointed out that people
tend to forget to verify the credibility of the source when they
obtained information and were concerned about unconsciously
falling into the “trap” of misinformation. P15 explained,

“social media is so unreliable... It’s just something that

popped up that was fun to use to talk to your friends,

[but] it’s not supposed to be a news source or some-

thing reliable... [Potentially fake news] was interesting.

But you stop thinking when you read it and forget the

source...” (P15, 35-44, Female, Graduate Degree, Inde-

pendent)
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Given how quickly people ingest content, social media users also
regularly encounter harmful misinformation of which they might
not be aware. A large body of work provides suggestions for so-
cial media users, identifying how to recognize misinformation by
scrutinizing its source [23, 65]. Yet, as our participants described,
human beings do not always act rationally or behave as planned.

Furthermore, the mixture of trustworthy information and misin-
formation on social media can invoke fear in people. As participants
experienced challenges in spotting and differentiating between the
“facts” and misinformation, their concerns and fearfulness towards
social media was deepened. For example, our participants explained
how their negative experiences with social media misinformation,
as well as their deep concerns about believing misinformation, led
to their non-use of social media for COVID-19 information,

“It is a lot of misinformation out there on social media,

and it’s hard to discern it, but that kind of stuff will make

me anxious and afraid. It will make me nervous and put

me in a place emotionally I don’t want to be so [I didn’t

use social media for getting COVID-19 information]”

(P20, 35-44, Male, Associate Degree, Republican)
For some participants (e.g., P09, P15, P16, P20), their perception
of social media as a mixing pot of true and false information, as
well as the uncertainty in their ability to discern this misinforma-
tion, generates a sense of insecurity and fearfulness among users
in the social media platforms. These negative attitudes collectively
contribute to their distrust in the platforms. Indeed, this interpre-
tation of distrust is in line with work that suggests trust is an
affective attribute [39]. Distrust carries affective orientations, and
these emotions were commonly observed among our participants.
This distrust also encourages disengagement in social media. As
such, the distrust associated with social media shifted the focus
away from the assessment of the quality of information to the social
media platforms themselves.

Interestingly, as shown in Figure 6, we see that those who were
afraid of the potential harmful effects of misinformation (e.g., P09,
P15, P16, P20) also had misinformation scores that were in the
middle range, indicating that this group of participants believed that
certain misinformation was likely to be “true”. These participants
were also more prone to believing misinformation than others in
our study—those participants described in subsubsection 5.1.2 (e.g.,
P02, P08, P11, P12). However, this group of people was aware of
the limitations they experienced in distinguishing misinformation
from “true” information.

Additionally, our findings indicate that social media distrust
was built up in participants over time and was not necessarily a
direct consequence of COVID-19. For example, P09 stated “I decided,
many years ago to tune out of that”, and P12 indicated “the social
media thing [not engaging with social media] was preexisting”. This
indicates that feelings of social media distrust are often linked to
a multitude of prior experiences with misinformation, which we
refer to as an individuals’ historical past online.

Summary: Collectively, we found that issues of trust were the
main driver for the diminished use of social media for COVID-19
information. It was mainly feelings of inability to change others’
misbeliefs and mistrust that led participants to stop using social
media. Our participants experienced various tensions and conflicts
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with their social media contacts, arising from the discrepancy be-
tween perceptions and beliefs regarding what to trust and whom
to trust. While such tensions on social media existed prior to the
pandemic, COVID-19 intensified and reignited these online con-
flicts. Our younger participants frequently reported challenges as
they attempted to shift and correct their parents’ or relatives’ mis-
beliefs and mistrust. However, as a result of societal norms and a
desire to maintain healthy relationships with family, our partici-
pants compromised by engaging less with social media. As such,
these findings shed light on the generational gap and relationship
dynamics that play a role in online trust.

Moreover, we found that although our participants used social
media for consuming COVID-19 information, most of them did not
trust this information. The most commonly cited reason for social
media distrust was the perception that social media is a mixture
of truthful information and misinformation. These perceptions
led to a sense of insecurity, fearfulness, and skepticism regarding
social media among participants. Concerns regarding the potential
negative impacts of misinformation led participants to feel “afraid”.
Consequently, we observed a shift in trustees from the information
on social media to the social media platform(s) themselves. This shift
indicates that addressing the perceived and objective credibility of
information might not be sufficient for solving the fundamental
issues of trust on social media. Instead, these findings shed light on
the deep challenges around distrust in social media infrastructure
that need to be addressed.

5.2 Trust in COVID-19 Data: Information
Production & Representation Concerns

Other than the distrust in social media, we found that participants
also expressed their distrust in the more fundamental information—
the COVID-19 data (i.e., the number of cases/deaths). In this subsec-
tion, we seek to answer two questions based on our survey results:
Qc. in what ways are our participants’ distrust associated with
their information exposure? and Qd. why has respondents’ dis-
trust in authorities decreased over time with regards to the sharing
practices of COVID-19 data?

5.2.1 Processes of Information Production. Some participants were
skeptical about the processes through which COVID-19 data and
messages were assembled and constructed, referred to here as the
production of information. For example, P06 rated the statement that
the authorities intentionally reported inaccurate COVID-19 data as
“extremely likely” (= 5) across all waves. During the interview, P06
explained why he questioned the validity of the COVID-19 data
being produced:

“Tdon’t trust [the COVID-19 data] because not every-

body died from coronavirus. My friend’s dad had heart

failure and died. They took the COVID-19 PCR test and

it was negative... But at the end, there was one piece

of paper [death certificate] saying it’s COVID-19. He

said my dad didn’t die from COVID-19 but just a heart

failure... People passed [away] with the COVID-19 nega-

tive... somebody’s getting paid for putting COVID-19 on

[death certificates], so that contributes to the inflation

number... put COVID-19 [on the death certificate] they
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get so much money from the federal government now.”

(P06, 35-44, Male, High school or less, Republican)
P06’s reasoning processes suggest that he relied on the information
he received from his personal network (e.g., friends and coworkers).
This information serves as a baseline for him to evaluate the trust-
worthiness and validity of COVID-19 data. Only relying on infor-
mation from personal networks runs the risk of over-generalizing
individual cases. We should note that P06 relied on second-hand
information learned from other people. Thus, this knowledge may
stem from rumors or misinformation.

Similar to P06, other participants (n=5) relied heavily on their
personal experiences and environmental cues to guide their assess-
ment of the accuracy and trustworthiness of COVID-19 information.
For example, participants, like P14, felt as though COVID-19 re-
ports did not align with their own perceptions. According to the
survey result as shown in Table 3, P14 believed that the authorities
intentionally reported inaccurate COVID-19 data and explained,

“You see all these numbers and things like that, and

I'm like all these people that I've been around and close

in my life, and you know, knowing a lot of people that

have NOT gotten COVID...” (P14, 25-34, Female, High

school or less, Republican)
These participants indicate that they were skeptical of the produc-
tion of COVID-19 information, which contributes to their distrust
in authorities.

While most participants who held skepticism were not involved
in the collection of COVID-19 data, some who articulated their trust
and distrust in COVID-19 data collection had first-hand experiences
dealing with this process. One participant who worked in the public
health sector described his daily job:

“I made sure that birth [and] death records are recorded

properly... I work with hospitals, funeral homes, doctors,

city and town clerks, anybody that has a hand in the

vital record creation process or amendment process... I

go out and make sure that those things get corrected and

educate whoever made the mistakes... Mostly these days

[we’re] fixing death records [because] data is critical

during COVID, and we were constantly trying to make

sure that they were recorded properly. I don’t actually

clean the data, but I make sure that their records are

done properly so that data is accurate.” (P08, 45-54, Male,

Graduate Degree, Independent)
P08 believed that the COVID-19 data was trustworthy, and he
trusted the authorities who provided the data. This is reflected
within his survey data, as well (see Table 3). P08 rated the state-
ment “authorities intentionally report inaccurate COVID-19 data”
as “extremely unlikely” (=1) across all waves. Yet, one might argue
that it is the nature of P08’s occupation (a member of staff working
in the public health sector) that influenced his survey responses.
However, surprisingly, as an “insider” who was involved in the data
pipeline, P08 also had doubts regarding the COVID-19 data, as he
explained:

“And right now, because of our famous reimbursement

program, we’re seeing a lot of COVID being added to

death records. The doctor has to be okay with it, but

when it does appear on the death record... [they] will re-

imburse family... so we’re getting a lot of COVID added
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to record, so I'm not 100% sure what that’s going to do

to national statistics, but I would imagine that the num-

bers are going to go up as a contributor. I don’t know

whether or not it’s a lot of people had preexisting con-

ditions. I don’t believe that a lot of people were tested

at the time of death. They may have exhibited signs

similar to COVID when they passed away from cardiac

arrhythmia or something like that. So me personally,

not speaking on behalf of [my employer], I think that

the numbers are going to be a little artificially higher

because of these programs, but it is what it is.” (P08,

45-54, Male, Graduate Degree, Independent)
P08’s reasoning process, as well as his conclusions regarding trust
and distrust, suggests that he believed that the COVID-19 data in
general was truthful but had doubts in the data production pro-
cedures. While P06 and P08, noted similar beliefs and concerns
about economically-driven fraudulent medical documentation, to
the best of our knowledge, there is no credible evidence of such a
trend. Instead, this viewpoint has been cited as a known conspiracy
theory [12, 22]. The fact that two participants with very different
backgrounds and worldviews hold similar beliefs about the situa-
tion suggests that their distrust in authorities was prompted by the
skepticism in the COVID-19 data production processes.

When examining participants’ quotes alongside their survey
results, we find that the justification for trust and distrust differs
across participants. On the one hand, P06’s results demonstrate his
high distrust in authorities. Such distrust arises from skepticism
in the validity of COVID-19 data production processes, fueled by
his past exchanges with his personal networks (e.g., friends and
coworkers). However, in P08’s case, he highly trusted authorities
thanks to his first-hand experience interacting with the COVID-19
data production process, but he had reason to be suspicious in other
respects. As such, the trust exists but is tempered by distrust. Our
observations on the coexistence of trust and distrust is sometimes
referred to as “bounded trust” [47]. This coexistence was also ob-
served among other participants (n=4), as well. For example, P09
explained how her trust and distrust was coupled together:

“I think the data and the protocols that rolled out were
the best that they could provide us, given that they were
still trying to figure out things. And I'm sure they had a
desire to get it right to the best of their ability, so I trust
the process that we went through... though I do think
there was some suppression of data, like maybe more
control that was needed from a government standpoint
because they didn’t want, in my opinion, people to freak
out.” (P09, 35-44, Female, Graduate Degree, Democrat)
We also find it important to highlight the clear disparity in beliefs
between participants on the adjustment of COVID-19 data.

Things become more interesting when examining how partic-
ipants’ trust and distrust formation relates to their information
practices, as well as the information sources, on which they have
been relying. Take, for example, the results of P06, P08, and P14. Our
findings suggest that these participants possessed distinct meth-
ods of trust and distrust formation. Triangulated with our survey
data, our results also suggest that the trends and patterns of their
information practices are dissimilar.
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First of all, with regards to information exposure, P06 reported
that he received minimal COVID-19 information throughout the
entirety of the survey period, whereas P08 had high information ex-
posure. We observe similar trends among all participants in Figure 5.
P06’s label is located at the top-left corner of Figure 5, indicating
that he had received little information about COVID-19 and had
high distrust in the authorities who produced COVID-19 data. P08’s
data point is located at the bottom-right corner of Figure 5, indi-
cating that he had received a lot of information about COVID-19
and had low distrust in authorities. Although these two data points
appear to be opposite extremes, more people in our study were
similar to P06, P08, and P14 (as shown in Figure 5). Additionally, Fig-
ure 5 shows that even with the same information exposure, people
greatly differed in other characteristics.

Secondly, as previously mentioned, P06 and P14 relied heavily
on information from personal networks in their assessment of
information. These two participants mentioned in the interview that
they refrained from searching for COVID-19 information online.
For example, P14 explained,

“Treally didn’t search [COVID-19 information] because

I'really try to refrain from searching. I never went out

looking for for information and or any of that.” (P14,

25-34, Female, High school or less, Republican).
Unlike P06 and P14, P08 sought out information from multiple
sources, including the CDC, Dr. Fauci, the national and local gov-
ernment, a variety of media outlets, and personal networks, like
family and friends (see Table 3). P08’s interview data aligned with
his survey data, as he indicated that he ‘currently look[s] at cases
almost every day”. Taken together, these findings provide us with
a “profile” of our participants, showcasing how trust and distrust
formation intersects with their information practices.

5.2.2  Representation of Data Uncertainty. Skepticism is not only
derived from the process of information production but also arises
in the presentation of that data to information consumers. One chal-
lenge that arises from the wide range of COVID-19 data sources is
data discrepancy—when two or more comparable datasets do not
match up. COVID-19 data is widely available on the internet and is
mostly open-sourced but has been published by various different
organizations, authorities, and digital volunteers [101]. The dis-
crepancy between currently-available COVID-19 data published
by multiple different information sources overwhelmed our partic-
ipants and made it difficult for them to decide whom to trust. As
P20 explained,

“Because it was so mixed reporting, every outlet was

reporting on it, and the numbers were kind of differ-

ent; the differences in the numbers were like well who’s

telling the truth.” (P20, 35-44, Male, Associate Degree,

Republican)
P20 was unsure who to trust regarding the publication of COVID-19
data, which is reflected in Figure 5. To P20, there was no sufficient
evidence to support his trust in authorities.

In addition, the wide range of publicly available data sources
also led to the diverse manifestations of COVID-19 data visualiza-
tions. These COVID-19 visualizations were produced by different
authorities and organizations that utilized different data sources

Zhang et al.

and visualization techniques to present the data. These discrepan-
cies within various COVID-19 visualizations generated confusion
among some of our participants. For example, P16’s survey results
indicate that she believed authorities were very likely to intention-
ally report inaccurate COVID-19 data (see Figure 5). During the
interview, P16 explained how discrepancies within visualizations
made her feel distrustful towards the authorities who supplied the
COVID-19 data:

“If I read The New York Times, watch ABC news, watch

CNN and BBC, you’ll get four different figures, so how

can there be four different figures?! And then it never

you know certain things weren’t cited that well.” (P16,

45-54, Female, Graduate Degree, Republican)
The nuanced representations raised concern among participants
and led to perceptions of data inconsistency, which contributed to
the overall distrust in authorities.

A few participants (n=2) described their trouble understanding
the minor inconsistencies in the reported COVID-19 data. For ex-
ample, P10 explained,

“Most statistical information presented on the media is

a little shaky if you actually have done like grad level

statistics... like if they say 250 people died on Monday,

then you know, on Wednesday you can’t say the total

is 170. How do you have less people two days later than

you did on Monday? So I'm just used to it being slightly

inaccurate at best. So I don’t know if they intentionally

misreported anything. I think it’s probably a combina-

tion of a little ignorance about statistics [and] people

Jjust rushing to put out a number for the sensation of

it or to back up a story.” (P10, 35-44, Male, Graduate

Degree, Democrat)
P10’s quote demonstrates his skepticism in the media, as he believes
that bias may have inherently influenced COVID-19 data. This is
exhibited in his belief that certain information outlets might just
“put out a number for the sensation of it or to back up a story”.

Prior work has suggested that uneducated or low-educated indi-
viduals have difficulty understanding statistics and numbers [21, 48].
Yet, in our study, some of the highly-educated participants (e.g.,
those with graduate degrees) did not appear to realize that statisti-
cal anomalies and/or methodology changes in the data are common
in times of crises. Our participants were not aware that COVID-19
data is provisional and subject to change. Therefore, the reason why
COVID-19 visualizations may have shown 250 deaths, for example,
but later updated to show 170 deaths for the same day might be
due to the imprecise nature of recently published data, which is
affected by additional reporting and/or issue fixing [13].

However, we argue that understanding the complexities around
COVID-19 data is unlikely our participants’ fault. Instead, author-
ities and organizations fail to highlight the uncertainty of data
processing and information representation techniques, which ul-
timately sacrifices the clarity of the information. Altogether, this
lack of transparency contributes to the manifestation of distrust in
authorities among individuals.

Additionally, similar to P10, we encountered several cases (n=>5)
in which participants elaborated on their distrust of COVID-19 in-
formation, citing media biases as the main culprit for their wariness,
fear, and worries. For example, P02 indicated that,
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“Like everything, [information sources are] pushing

their own agenda, and if I'm only reading content that

pushes my own agenda as well, how am I, as a consumer

of content, not going to be biased?” (P02, 18-24, Non

binary, Bachelor degree, Democrat)
The political positionality of an information source influences and
potentially biases the understanding and views of the actors (i.e.,
information consumer). Of course, one could argue that no source
could assume a completely “neutral” position. Yet, in the context of
the COVID-19 public health crisis, our participants indicated their
willingness to seek out information sources that objectively commu-
nicate COVID-19 data and/or information. For example, P18 told us
she relied on both the CDC and a crowdsourced sociotechnical sys-
tem (i.e., the COVID Tracking Project) for COVID-19 information.
She also emphasized her concerns about the mainstream media,
as she explained how her trust in these media sources decreased
during the pandemic:

“T got most of my news from the CDC and the COVID

Tracking project that was on Twitter. [The COVID Track-

ing project] really just posted like daily statistics and

offer different links to the COVID data sources... You

know, I don’t really trust the mainstream media—there’s

kind of bias on both sides. Not that I watch Fox news

or that I've ever watched it, but even CNN that whole

time is so daunting. Even when they are reporting on

how many cases, how many people died, it was a little

overwhelming... I think the [COVID Tracking Project]

Twitter account was less daunting in some ways... I

could just click on it and see what I needed to see and

then move on from it... Maybe, because people weren’t

talking about it, maybe I could just read it. And I don’t

know I just remember being in my own space click-

ing on it look okay... I just maybe a little appreciated

the silence of reading about it, instead of hearing them

say the same thing over again...” (P18, 25-34, Female,

Graduate Degree, Democrat)
P18 avoided traditional mainstream media, as she was afraid that
media biases inherently influenced the messages being communi-
cated. She noted that different news outlets set dissimilar tones
in the communication of COVID-19 related information. The feel-
ings and emotions (e.g., “feel daunting”) that arose when obtaining
COVID-19 information from CNN indicate her perception on sensa-
tionalism, or exaggerated messages and stories that emphasize fear.
Her heightened distrust was colored by her wariness and concerns
over media bias, which she considers to be inherently entrenched
in the foundation of mainstream media outlets.

Meanwhile, her acceptance and engagement with emerging
crowdsourced information systems (e.g., the COVID Tracking
Project) reflects her shifting interest in seeking information sources
with “neutral” positionality. This COVID Tracking Project [80] was
created by a group of digital volunteers with the goal to address the
growing amount of poor quality COVID-19 data (e.g., missing data,
latency, etc.). The data collected and aggregated by the COVID-19
Project was utilized by two presidential administrations and an
array of federal agencies, including the CDC and the FDA, over
the course of the pandemic. Some participants believed that these
crowdsourced sociotechnical systems were relatively unbiased in
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comparison to traditional mainstream media, which improved the
trust levels of these sociotechnical sources. Cognizant of the media
bias and polarization of media coverage during COVID-19, some
participants shifted to information platforms with less editorial
components.

To better understand the relationship between individuals’ infor-
mation practices and their distrust, we triangulated our survey data
with our interviews. Several participants (i.e., P16, P20) who had rel-
atively high information exposure (average scores > 3.0, indicating
they obtained COVID-19 information at least 2-3 times per week)
also tended to distrust authorities (average scores > 4.0). It is worth
noting that the discrepancies found in the data and visualizations
indicate that these participants were seeking out and paying close
attention to COVID-19 data. However, our findings suggest that
exposure is necessary, but not sufficient, in building their trust.

5.2.3 Distrust in Authorities Decreases as Data Discrepancy Reduces.
During our interviews, we explored why the distrust in authori-
ties diminished among respondents over the course of our survey
period (to answer Qd). Some participants felt as though the dis-
crepancies among different COVID-19 sources reduced over time,
which ultimately improved the trust in authorities among these
participants. For example, P20 explained,

“When I took the survey earlier, [CNN] were putting like

X amount of numbers [e.g., cases], but then you turn

to a nearby channel that says Georgia has a different

amount of number... Now their reporting seems to be

closer from outlet to outlet, so now I tend to trust it...”

(P20, 35-44, Male, Associate Degree, Republican)
P20 indicated that over time, he built up trust in authorities be-
cause the COVID-19 data discrepancies across various outlets had
(partially) reduced over time. Yet, P20 was unable to specify the
root cause of the COVID-19 information convergence seen across
different sources.

Here, we provide plausible explanations. At the beginning of the
pandemic, many different information platforms were quickly cre-
ated to support collecting, aggregating, and presenting COVID-19
data to the public. These different organizations were collecting and
reporting COVID-19 data on their own, including multiple emerg-
ing crowdsourced systems (e.g., the COVID Tracking Project [80],
the COVID Tracker by 1Point3Acres [1]) and news outlets (e.g.,
the New York Times [81]). At that time, there was a shortage of
centralized, reliable data sources, forcing even the CDC to utilize
data from these crowdsourced websites. Yet, over the course of the
pandemic, the centralized information platforms, namely those sup-
ported by the federal agencies, improved. These federal agencies
(i.e., the CDC) were able to provide high-quality data to many dif-
ferent information outlets, which many sources referred to on their
websites as “raw” data. This is reflected in the COVID Tracking
Project’s farewell statement on their website, explaining that “as we
wind down at the one-year point, we are both satisfied that the federal
government is now producing enough data to replace many of our
metrics and eager to turn our attention to the analysis of those areas
of the data—like race and ethnicity data” [80]. Over time, COVID-19
data production and presentation have become more stabilized and
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centralized. These perceptions of stabilization across COVID-19 in-
formation help us understand how trust has emerged and developed
among our participants (i.e., P20, P16, P8, P19).

Summary: By triangulating our survey results and interview
data, we found that skepticism among participants originated in
both the data production and data representation processes. With
regards to data production, we conclude that people’s lack of expo-
sure to information, as well as their reliance on personal networks,
may correlate with the inability to identify misinformation. In con-
trast, past experience in evaluating information can influence one’s
ability and willingness to establish and balance trust and distrust.
Such an ability may enhance people’s understanding of the limita-
tions in COVID-19 information, ultimately helping them navigate
the chronic uncertainty amidst the pandemic. With regards to data
representation, the discrepancies between information sources, as
well as the inadequate transparency and clarity regarding data
uncertainty, raised concerns and skepticism among participants.
Understanding these issues helped us identify the mechanisms for
which distrust manifests, highlighting the importance of identify-
ing design constraints in sociotechnical systems and information
infrastructure.

6 DISCUSSION

Our survey results and interview findings collectively characterize
a variety of factors that contribute to trust and distrust formation,
taking into account people’s information practices. In this section,
building upon our findings, we reflect on the broader challenges
of existing information infrastructure that have contributed to the
trust and distrust formation. We also provide implications for future
work to examine trust and information behaviors.

6.1 Deep Challenges in Information
Infrastructure

Below we discuss broader issues of the existing information infras-
tructures that have shaped play critical roles in trust and distrust
formation amidst COVID-19, and implications for future work.

6.1.1 Trusting & Distrusting While Infrastructuring. Throughout
the pandemic, COVID-19 data has been made available through
both well-established social media platforms, as well as newly-
established information platforms, such as crowdsourced systems.
These information platforms have integrated into the information
infrastructures for crisis response. By definition, information in-
frastructure refers to networks of heterogeneous sociotechnical
systems [46] 12. In times of crises, a collection of information in-
frastructures are created and developed—sometimes also referred
to as “crisis infrastructure” [19]. These platforms together consti-
tute the multi-infrastructural contexts [19] in which crisis and risk
information gets distributed to the public.

Our work examined how distrust manifests among our partici-
pants, both in terms of participants’ concern, as well as their skepti-
cism, regarding COVID-19 data production and data representation.

2Information infrastructure has a wide range of meanings [6, 35, 46] and can refer to
different concepts, such as information itself, applications and software, the network
stands and transmission codes, or simply the people who create the information
system. A more recent practice, and one we adopt in this paper, is using information
infrastructure to refer to networks of sociotechnical systems.
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We argue that a fundamental reason for their distrust lies in the “fail-
ure” of existing information infrastructures. During the pandemic,
reporting and presenting COVID-19 data is challenging because
of the lack of comprehensive guidelines for COVID-19 data collec-
tion [71]. Our participants were not even sure who held the “official”
data. For example, in the United States, the CDC was slow to deliver
COVID-19 data at the beginning of the pandemic and needed to rely
on crowdsourced systems [71, 80, 83]. Each state’s Department of
Public Health, news media outlets, and crowdsourced organizations
all had their own data practices and pipelines and differed in their
data collection, data compiling and aggregation methods, as well as
their visualization, and reporting techniques. Thus, the COVID-19
data and its representation were inconsistent across information
outlets [71, 101]. The failure to establish proper information infras-
tructure in response to the crisis led to issues of trust among our
participants. COVID-19 data from these platforms often serve as
“facts” that reflect the near-real-time pandemic situation. As such,
this data is used to guide policy-making, facilitate sensemaking
around the crisis, and help the people stay informed. Likewise, it
informs their risk perception and guides their behavior to mitigate
risks. However, when people start questioning the validity and
accuracy of the COVID-19 data, they begin to lose trust and faith
in the authorities who collect and report the essential data. Conse-
quently, this distrust may further impact their perceived severity
of the crisis, influencing their decision-making and behaviors.

Meanwhile, our results also show that participants’ distrust de-
creased over time. This decrease of distrust is partially due to the
gradual way in which information infrastructures were established
and improved in response to COVID-19. We can further understand
the evolution of trust amidst the pandemic by engaging with the
concept of infrastructuring. “Infrastructuring”, which originated
in work by Star and Ruhleder [74] and was coined by Pipek and
Wulf [62], emphasizes the processes and practices involved in the
evolution of infrastructures. Infrastructuring in the context of the
COVID-19 pandemic refers to the ways in which we are constantly
revising our feelings of “trust” and “distrust” as new information in-
frastructures evolve. Therefore, our work demonstrates how trust
and distrust evolves alongside the changes in the information in-
frastructure in times of crisis. By unpacking various issues of trust
with regards to information platforms amidst COVID-19, our work
contributes to an in-depth examination of the ways in which social
media, as well as the emerging COVID-19 data platforms, enable
and constrain public trust.

6.1.2  The Role of Social Media in Crisis Infrastructure. In addition,
social media plays an important, yet controversial, role in crisis
infrastructure. Social media can facilitate the exploration and com-
munication of risk information during crises [4]. However, the
spread of misinformation on social media is also problematic [75].
Recent work shows that the proliferation of misinformation on
social media hinders and distorts individuals’ information con-
sumption during crises like COVID-19 [60, 78] and suggests that
people’s reliance on social networks has been remarkably high
throughout the pandemic. Our findings refute this aforementioned
work, given that many of our participants “used” social media for
COVID-19 information consumption, but many did not necessarily
“rely on” nor “trust” this information. Some of our participants felt
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as though they could distinguish between misinformation and “true”
information, and our survey findings showed that they were indeed
less likely to believe in the misinformation on social media. Other
people in our study decided to avoid social media for COVID-19
information due to insecurity, fear, and skepticism regarding the
harmful effects of misinformation on social media, as well as their
uncertainty in their abilities to discern misinformation. In subsec-
tion 6.2, we further reflect on the discrepancies identified between
our findings and other work that has previously examined trust in
relation to information practices.

Moreover, some decided to stop using social media platforms
altogether for any and all information, leading to the non-use of
social media. The topic of non-use amidst sociotechnical systems,
such as social media, has gained increasing attention in HCI litera-
ture [31, 68]. Built upon Satchell and Dourish’s non-use conceptual
framework [68], recent work by Grandhi et al. [31] specifically ex-
amined the different rationale for non-use on social media, such as
active resistance, disenchantment, disenfranchisement, disinterest,
replacement, and cognitive bias, all of which can lead to information
avoidance. Our findings add new insight into this emerging body of
work, specifically demonstrating the relationship between non-use
and trust, as well as relating non-use to the unique challenges of
sub-populations (e.g., low-SES groups) within our research focus .

Amidst the pandemic, social media ignites tension and conflicts
between people, causing anxiety and stress on relationships among
many users according to our participants. This discord between
individuals’ preexisting beliefs and the beliefs of others on social
media generates a strong enough sense of “incapability” and “pow-
erlessness” among users to persuade them to adopt information
avoidance behaviors as a response. Prior work has shown that
people engage with social media to maintain personal and social
relationships [31], yet our findings suggest that people actually
avoid social media as a way to maintain healthy relationships. This
directly contradicts prior research on the relationship between
social media non-use and social relationships, as reduced social
media use has been shown to be positively correlated with a lower
connectedness with others [58]. Given the stress that is induced
by feelings of loneliness, it is likely that people revert back to so-
cial media platforms that they previously quit [31], as prior work
suggested. As such, these findings collectively indicate that the
use and non-use of social media platforms change over time and
depend on specific contexts. More research is needed to further
examine the complex relationship between trust, use and non-use,
and physiological well-being.

Moreover, it is important to point out that many topics unrelated
to COVID-19 have and always will cause conflict among individuals
given the multitude of diverse perspectives on social media. How-
ever, the pandemic, by its very nature, has caused these conflicts
among users to greatly intensify, generating extreme contention
and high levels of frustration and compelling many to cease their
social media use. Individual factors, such as the age differences [33],
social norms [34], and political affiliation [34], have been shown
to influence the belief and dissemination of misinformation. These
findings directly coincided with our interview findings, as partici-
pants often cited tensions they experienced with older individuals
in their lives who had opposing views, coupled with an attempt to
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avoid conflict and comply with social norms, as a major driver in
their information avoidance behaviors on social media.

Further, the examination of non-use in our study is situated in
the context of the studied populations (e.g., lower-SES communi-
ties). Prior work has shown that active resistance to social media
can stem from a lack of time for the general population [31, 68].
Our work suggests that additional characteristics help explain the
non-use in our focused population. Our interviews uncovered that
our low-SES participants lacked the time and energy to engage
with social media during the reopening phase of 2020, as many of
them worked in “essential services”, forcing them to attend work
physically. Additionally, prior work has not sufficiently unpacked
the effects of the non-use. While active resistance to using social
media may have distinct positive outcomes for users, such as an
increase in time for physical activity [31], our findings suggest that
this same active resistance to social media platforms contributes
to a reduced consumption of social media information. Our par-
ticipants further described how their non-use of social media for
COVID-19 information consumption was also driven by their col-
lapsing trust in social media that occurred prior to the pandemic.
For individuals with this kind of historical distrust in social media,
it might be extremely difficult to rebuild their trust system in social
media platforms.

It is important to note that social media infrastructure is also
evolving. For example, social media platforms have improved the
detection of misinformation, improving the overall quality of online
information [3, 70, 97]. However, simply targeting the quality of
information is not sufficient in solving the issues of trust within
social media. Our findings shed light on fundamental issues sur-
rounding trust, taking into account the challenges of trust revision
(i.e., changing other’s mistrust and misbelief), tensions and conflicts
between generations, and differences among particular subpopula-
tions. Our findings suggest that simple interventions, such as using
Al to remove misinformation on social media, may not be sufficient.
Instead, we highlight the necessity to shift the focus to designing
for trust revision and tension mitigation as a long-term goal of
establishing and reserving trust. Such explorations are especially
critical during crises where many conflicting values need to be
assessed by the information consumers in a short amount of time.
It is difficult, if not impossible, to find a simple solution for such a
complex problem in the midst of a crisis, and thus, more research
is needed to explore interventions that aid in both trust revision
and tension mitigation to improve the crisis infrastructure.

6.1.3  Implications for Future Work. Our work examined how peo-
ple’s trust and distrust emerges, develops, and collapses given vari-
ous types of trustees, such as authorities and information sources
who report and present COVID-19 data, as well as social media
in general. In fact, every information consumer is impacted by all
these information sources and information platforms. The sources
and platforms, together with the consumers, form a complex infor-
mation flow and trust/distrust network.

We encourage more research to consider the joint impact that
stakeholders have in both the information and trust/distrust net-
works, paying close attention to the collaborative effort required to
build infrastructures under time pressures. These stakeholders hold
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their own strengths and limitations and can thus benefit from learn-
ing from one another. For example, the New York Times COVID
coverage was awarded the 2021 Pulitzer Prize for Public Service [82].
Likewise, the COVID Tracking Project has recently been archived
as an open-source data infrastructure by research institutions [87].
To the best of our knowledge, this was the first time in the digital
age that the documentation of crowdsourcing activities became a
part of the key infrastructure in the country. Explicitly examining
the collaboration across organizations and authorities will not only
contribute to crisis informatics, HCI, and public health research but
will also help document human evolution and provide a new way
of preserving our history. As we start documenting and sharing
lessons learned from both information providers and consumers,
addressing the institutional challenges and adjusting the informa-
tion infrastructure, we hope to help the general public improve
their trust systems and better prepare for future crises.

Moreover, our findings suggest that feelings of distrust among
participants were deeply shaped by experiences they had prior to
the pandemic. Our findings also indicate that a shift in trustee (i.e.,
who and what is trusted) occurred among participants, fluctuating
between distrust in the information on social media and distrust
in the social media platforms themselves. Temporality plays an
essential role in this shift. Participants’ accumulated negative ex-
periences with misinformation are reflected in their perception of
social media platforms as a whole. In other words, small, temporal
units of engagement and negative experiences with misinformation
in one’s past can lead to distrust in the social media platform. It is
important that we seriously consider the insights gathered through-
out the COVID-19 crisis to improve the crisis infrastructure and
foster trust. Otherwise, as we have highlighted in this paper, trust
is easily broken but difficult to regain.

6.2 Methodological Reflections

Drawing upon our experiences in this research project, we conclude
with reflections on methodological opportunities and challenges
that are important for research on trust and information behaviors.
In this section, we discuss previous work focused on the association
between trust and information practices to highlight the importance
of mixed-methods research when assessing these relationships.
Our triangulated data sheds light on an important research gap
regarding the relationship between trust and information consump-
tion. A vast majority of previous work has explored the relation-
ship between trust and information practices by assessing indi-
viduals’ use of information sources to obtain COVID-19 informa-
tion [28, 50, 56, 60, 96, 98]. For example, prior research has explored
the relationship between perceived trust and information sources by
first identifying if individuals “use” (e.g., [98]) or “follow” (e.g., [56])
a particular source to obtain COVID-19 information. However, we
argue that great care must be taken in what is inferred from the an-
swers to those questions. For example, while prior work has drawn
conclusions about what information sources people “rely on” based
on where they have gotten information from [45, 84, 96], our results
paint a different picture. Specifically, we found that despite report-
ing that they get COVID-19 information on social media, many of
our interviewees did not trust this information and did not rely on
it to make decisions. This raises questions about what it means to
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“rely” on information (e.g., simply assessing reliance as the extent
to which information is gathered from a source versus how much
it is used to make decisions). Such concepts must be clearly defined
and measured to support accurate and robust knowledge building
around these phenomena. Furthermore, our nuanced understanding
of participants’ use of and trust in information was surfaced only as
we triangulated our survey and interview data, with our interviews
allowing us to probe the trends arising in our survey. As such, we
make two recommendations. First, mixed method studies are es-
sential for truly unpacking the dynamics of information trust and
distrust formation. Second, given the different measurements and
word choices used in current COVID-19 survey studies, we believe
a meta-review that characterizes the varied approaches to assessing
information practices, reliance, and trust would be beneficial for
future research.

Additionally, prior survey studies measuring perceived trust
in information sources [28, 50, 60] have not specified the partic-
ular information that respondents relied on to make eventual de-
cisions. Furthermore, individuals’ levels of trust can change over
time. Therefore, one-time assessments of trust in relation to peo-
ple’s information practices fail to accurately capture the dynamics
of trust and distrust formation. Even longitudinal survey studies
have limitations, as we cannot fully capture peoples’ changing per-
ceptions and shifting evaluations of trust. Therefore, we encourage
future research to consider combining longitudinal survey analysis
with repeated interviewing methods [57], incorporating recurring
interviews among the same research population to better under-
stand how, when, and under what conditions their trust and distrust
start to change. Although more time-consuming, leveraging the
longitudinal survey with recurrent interviews would facilitate a
deeper understanding of the capricious nature of trust.

Moreover, our results showed that low-SES groups in our study
had significantly higher trust in their personal contacts and sig-
nificantly lower trust in Dr. Fauci. Furthermore, they utilized the
internet and social media significantly less to gain COVID-19 in-
formation. Additionally, in our interviews, some participants from
low-SES households described how their communities had suf-
fered from mistrust issues. Their inability to change the misbeliefs
and mistrust of the people surrounding them deeply disappointed
our participants. Arguably, these issues may also occur within
other populations, such as higher-SES groups. However, our work
seeks to avoid the assumption that all populations have similar
concerns, perspectives, and processes of trust and distrust forma-
tion. Such assumptions can be harmful to marginalized populations,
generating systems that disproportionately benefit more advan-
taged groups [94, 100]. Further research is needed to investigate
the prevalence and reasons behind these trends across varied de-
mographic groups, as well as in larger sample sizes. Such research
will need to overcome potential barriers to engaging marginalized
populations in research studies. For example, while a concerted
effort was made to reach out to all of our survey respondents who
expressed interest in participating in a follow-up interview and to
recruit a diverse sample of interviewees, we had higher response
rates from respondents with higher education and income levels. In
turn, we were constrained in our attempts to study the experiences
of varied demographic groups. Therefore, we strongly encourage
additional research that examines a broader range of marginalized
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groups to better understand their strengths, concerns, skepticism,
and difficulties regarding their trust and distrust formation.

7 LIMITATIONS

In our survey study, as mentioned in the method, we examine only
a small set of information behaviors during COVID-19 in this paper.
Relatedly, due to space considerations, we did not present the survey
results and interview findings regarding the information practice
and trust differences between MA and GA respondents. We will
report the geographical differences in follow-up reports. Moreover,
our survey respondents were asked to answer their information
consumption “in the past 2 weeks”, which may be limited by the
fallible accuracy of individuals’ past recollection. Additionally, we
focused on the perceptions and trust people had towards social
media platforms and emerging COVID-19 data platforms in general
rather than any specific platform. As our findings shed light on
the general issues of information infrastructure, we believe there
is a need to narrow down the scope by specifically examining
issues of trust within each individual platform. In our interview
study, we had a greater number of participants who received higher
education levels (see Table 1). These sample limitations restrict
the generalizability of our findings to the broader U.S. population.
Still, our findings provide important insight into the information
practices and attitudes of our participants and highlight several
important areas for future work to investigate.

8 CONCLUSION

The study of the dynamics of trust is critical for handling current
and future crises. Our findings characterize 1) the ways in which the
trustee (i.e., what/who people trusted) shifts from information from
social media to the social media platform(s); 2) how distrust in au-
thorities regarding COVID-19 data shifts over time; and 3) how the
trust shifts from traditional news media to crowdsourced platforms.
Trust shapes, and is shaped by, the technologies and information
infrastructures in complex ways. As information providers and
authorities navigate through the COVID-19 crisis and continue
to improve the systems and infrastructure, we may continue to
observe changes in public trust. Meanwhile, as people continue
interacting with various systems that enable information exchange,
we may also expect their concerns, skepticism, and distrust to rede-
fine the current design of sociotechnical systems and information
infrastructures. As such, people are practicing their “trusting” and
“distrusting” alongside the processes of “infrastructuring”. How trust
emerges, develops, and collapses relies on concrete conditions in
which people utilize to seek out information within the informa-
tion platforms. It is these concrete situations that determine which
sociotechnical systems take root and thrive and which wither and
die. The complexities that arise in the formation and evolvement
of trust and distrust, alongside the relationship with people’s in-
formation practices, will continue to be a challenging topic; one of
which deserves more research in the future.
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